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Method for reducing the storage overhead of the IEX scheme
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Abstract: Searchable symmetric encryption was recognized as an efficient method for searching within encrypted
data. The IEX scheme was the first to achieve sublinear search complexity while supporting Boolean queries; how-
ever, it was found to incur high server storage overhead. To reduce the storage cost on the server side, a data organi-
zation method based on triangular matrices was proposed. This method was shown to reduce the data volume of
pairwise keyword-document intersections by approximately 50%. Based on the aforementioned data organization
method, an improved scheme named IEX-RS was further proposed. Experimental results demonstrate that the IEX-
RS scheme significantly reduces server storage overhead by 49%, while search performance equivalent to that of
the original IEX scheme is maintained.
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OXT C(oblivious cross-tags) J7 5. %7 REI T
IRE ML (B B 2R FE I BC G AR, IEnTIEeE
B R R E T AR EW . SR, OXT
77 EAE A AR RS B R K. kA, BT
OXT #<#fi Diffie-Hellman 54, K5I N T 5
KETHE I

N OXT 7 RAEARBR & B 17 50 N K
FIFHN, Kamara ZE4 H JEA8 B 2QUn[ 8 R N 7
FRIEX. %77 RAEFEFRFIREEH R E R LT FE
W, AT RESCRRAT R AW . 5 OXTAHLL, IEXH#
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R AT R BT RRZ BN REE
#l . Golle 5P 7 i & 4 F [ 8 5 (inter-
componet communication, ICC) %M KIS
AWITTR, HIEE TR 55 2 A7 T 8535 5 S
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ZIMAE R P i A1 IR 55 38 58 FLARAT o 25 7 By A\
A ML A th, RS 25\ N % B4 i EDB.
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o NETER, EMM, 7EE 1 H DL SRR
HI T ARG 1A KB ISR S B, TRl G
HIDB (w, A w;)EIRo

MBI R LU 3], DX A7 1E 5 A7k
AR T O AZE WS . B, 7E 2 g
EMM,, 1 E LA w, A w, AZEid, T2 B
B EMM,, M T ow, A w IZCER1d, 18
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W, DB(w, Aw,): id,,id, EMM
DB(w, A wy): id, "

DB(w, A w,): id,,id,

MM,

w, |id,,id, w, |id,,id,

W, |id,,id,.ids,id,,ids  [IEX.Setup | w, | id,.id,,id;,id,,ids
—_—

Wy | id,,id,,ids Wy | id,,id,,ids

w, | id;,ids w, | id,,ids

Wy ——{ DB(w, A wy): idy,id,.id; |EMM,,
DB(w, A w,): ids,ids

DB(w; Aw)): id,
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F1 IEX ZHbiiE R

Figure 1 IEX multimap construction diagram
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Table 1 DX optimization diagram
PR
W W) W3 Wy Wa
w, 1 DB(w, A w,) DB(w, A wy) DB(w, A w,) DB(w, Aw,)
W, DB(w, A w)) 1 DB(w, A wy) DB(w, A w)) DB(w, Aw,)
W, DB(w; A w)) DB(w; A w,) 1 DB(w; A w,) DB(w; Aw,)
w, DB(w, A w,) DB(w, A w,) DB(w, A wy) 1 DB(w, Aw,)
w, DB(w, Aw,)  DB(w,Aw,)  DB(w,Aw;)  DB(w,Aw,) 1
i IEX-RS
w W, W; Wy W,
w, 1 DB (w; A w,) DB (w, A wy) DB (w, A w,) DB(w, Aw,)
w, i 1 DB(w, Aw;)  DB(w, Aw,) DB(w, A w,)
W, 1 1 1 DB(w; A wy) DB(w; Aw,)
w, 1 1 1 1 DB(w, Aw,)
w, 1 1 1 1 1

BRI B w, A w, ISR . R PLIX — ]
R, — AT B TR R P MR T T
Re M s =0T A, 0 ol AR BORT R 2 e 4
EMM, B 40, B RS 258 — A ff F X g
LHEMEMM, . #HHERENSER AT, MWEFR
ZAN, AT AN TER, HER
DIFTA A hi e AHAZSRIE 248 IR 55 2 AT KR TE 2K
AR, FEE RN RIREEK.

AN B i R T RIS b = A R AR (S 0%
BT HTRE, &P A SRR,
W TCIEAE A R B AR, — i R AR R 7 1k
FE P i A M B R A 0 1 HE I A B ) S
Hlo BACRUL, TERGVILEHINEL, & i T4
ERE: IR E R R A THY, SEE
IR IV ={ wwy,- - w, b BEJE, K
750 W KB TIGT L REMM,, 4R Al
A6 25 SR w, B w, BRI 28 SCRY AR IR 7 tag 42
& (i<, Hamasd e 5 IEX 77 ZORFF
—8. VIRt ERE, &P OB T T A W
RATAEAM . (EA4 A T A WA, 28 7 o S Mk 3
A 1 2% A7 1R S o P B V0 i N B R 7 1 %
FHATHE, P EHE S T A o L £ 1)
A 2K LT R 55 2 AF i ¥ DX BE R O

FOR R T AL R S5 o SR TTVRIE I & P
LR R T HRE R, A ROERR T HERE
TARICREEE, SO R b RE 0 A2 S IR S5
SAFRE ST B IER A R SR, 12T R
O SEEBE dLA1 R 1 T ROk, B s AUAT S i
it 2 1) T2 A7 R PP 4, AT I 17 %%
i FR A7l T4 o

FESZBRI R, 28 7 S R A7 2 T 3 O B
AR, BE AR TP, o0 TR
R, A2 52 AT . X 20 7 i 47
il SZBRAGOL, ASSCIRH — RSO T R %%
FUm AN B DR AR JE B T A, AR
S R T HE T Tk, ASLIRIAE, RS54
R = AR R R 7 AL A T4 5 0B
HEr 7 2OFIERER, AR BHER 5 A S R
PR AR B, ARSI R . 5
JE B P A AW R, IR RS
At a8, IHE IESS Rty H &
JETEREAM IR N, A E T T HEFRAE
Gi— KW, FERGHIMRALIT B, 20 b 42 [
Fe R xS v S S BEAT HER , R AR R i 7 i
DX; FEAREAERRIAAT, ) i U A i OB
Ja, FFESEHAT 7L P HE PR, P2 O R
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AR, T ORBR A BRI 20 . A SO 12
k7 A 4 N IEX-RS. MAEfig 45 Mk E, IEX-
RS 7 ZAVMR A b = MM REEE, AH L IEX R 46
T, WINHEER T N A IURNE . Hik
b, %7 L DX AR RS D 50% .

4 IEX-RSHZE

IEX-RS 77 & tH R G W MH L5 Setup. 2 Jé
B AR Token FIE 2R MY Search 4 . 45 7 -4t
% %2 = (Setup,Token,Get )+ N4 2 WLb 7
% X = (Setup,Token,Get ). SKE 77 % (Enc,Dec)
FABENLER S, TEX-RS 7 REMA R T
4.1 FHRER

(1) RGWIIEAE I Setup AT AR

RGN T Setup R 7 um AT, HAk
MAEWIRIE V. 27 b A\ 2242 2504 F B
NHHEEDB, RS AL W EAESK
U2 £ 7 EDB. 1%, MEHZEE{0,1 ) B
MU ST B K, FEVIUR 1L 7 8L DX F1 4
J5 2 WG MM o RN 25 B0 2 BT, % ) i X %
eSS Wik T T HATHY, B3 T
Fol. 2, NTHANKETw e W, &/
X w, X LB SCRY bR AT id 3EAT N3, AR R
Xt LB 3 tag, o R IL AR ik B 4 SR 22 B
MM, [w, 1% . 2RJE, XD KRBT w, e W,
B RYIIGAZ BT MM, 0 REE T w, MG HE
Fw, FERBETFFI v, wiiTwlE) f
A2 BESCRY id, A FH i & IND-CPA 22 2= [ FR
HIIRATIE IR A RN S tag,, o A7 i 2
XN E 2 B MM, [w, 170 B, %507 3 U P
% WSt 146 16 SEVE 2y Setup X 2 WU MM,
TN . Ba, &7 iR 2 WU ) GE 10 B
- Setup I 427 2 BUH MM, 15 2| EMM,,
F = - Setup X 7 DX JEAT 0%, 15 20 % 7 4t
EDX. WG EIRIZITE NG, 27 b il % 41
HLEK, RS ZBAINE 2 EDB.

k1 Setup Hik

MmN 1,DB

WY K,EDB

1 K< {01}

K G T TEX 7 AR MR R AL I 77 v . 155
2 WIHAT S DX AR £ AT MM,
3 W <« sort (W)
4  Fori=1to|W do
5 Forid € DB(w,)do
6 tag, s < Enc(F (K,,w;),id)
7 MM, [w;] < tag, i
8 end for
9 AL B MM,
10 Forj =i+ 1to|W do
11 Forid € DB(w;) N DB(w;,)do
12 tag,, ;g < Enc(F (K,w,),
id)
13 MM, [w;] < tag, i
14 end for
15 end for
16 (K, EMM,, ) <= 2. Setup (1",
MM, )
17 DX [w;] < EMM,,
18 end for

19 (K EMM,) < £ Setup(1" MM, )

20 (K ,,EDX) < 2. .Setup (1*,DX)

21 K—{K.K.Ks { K}, cm}

22 EDB < { EDX,EMM, }

(2) A WA R Token AT AR

A FRAE LY Token HH& P im$HAT, BRI
FEANSEE 2 R % P i N % A S KA i)
WA D=(w V---Vw,), REIBJLEHMN: Hih
LA tokge B SE, B R AT A HE A,
330K 575 W, FERE @ A A i) OB
AT AT, ®BEAFFAW. K5, BH
i AR 4 W RS KRBT w, I 2y Token
AR Mgk, HTRZRME 2R 2 B
EMM,, 13 2w, 0% X E &
T ox-Token A fif & W dtk,, FH T K & % 7
EDX M55 H s EFXHAL T w, 2 J5 HIFR 42 2%
T w, R 2y Token £ &4 i Itk, T &
IR 22 WS EMM, o, A, (SO 04 . X
FWHREAKETw, Ge[lg- 1D, W4k
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JRT 4 AR £ tok, = gtk dtk,ltk, e ltk e X
TRIIWH R G R T w, ERAT &R
)R Z2 WU EMM, 102 8 gtk o Be)a, % 7 ks
A B BT A WA B LG LR A TR A ok, =
(tok,,- -+ tok, gtk ), FFARIELRITA

HiL2 Token Hik

HIN K= (wl Ve -\/wq)

i tok

1 {Kl,Kg,Kd,{KW}WE W} Ve K
2 WH{WI,---,wq}

3 W< sort (W)

4  fori= lto|W]|- 1do

5 gtk < EMM.Token(Kg,wi)

6 dtk; < ZDX.Token(Kd,wi)

7 forj =i+ 1to|Wldo

8 Itk «<— EMM.Token(Kw’_,wi)
9 end for

10 tok, < (gt .dtk, Itk |-+~ ltk, )
11 end for

12 gtk, < ZMM.Token(Kg,wq)

13 tok, < (tokl,- -e,tok, 1,gtkq)

(3) #HZN Search AT HLFE

4 2 P01 Search 7E 2% 7 Uity F1 AR 5% 2% 22 EL 3K
17, HARREWEE3 R RS 3NN 4
PR EDB, & i N ARG tok ;B H )
D HIMELERER, Hrp RAINE SCRARIRFT tag
WA, ', NTENTLM ok, REHR/L
F L gtk VB RSRIN, T 2 Get HIEH 2
I AR 2 BT EMM,,  SRERE SCHE 7 w, X R
BXHEAR, SN DB(w,). KRG, MRS
dtk, K RN 7 B EDX, SRE w, X I i %2 mt
HEMM, , S T2 Mtk R EMM, , 13
Blw, 5 HA O w, BTSSRI S 45 RAE
R'[R'=DB(w,)NDB(w)) . ZJ5, H&RER
FRTEMRTAIER, BIPATHE G ZHEH/E. b
RIEFEXS BT A T4 R tok, B AT, B EIFEA L
e w MEE I RER,. TP RERSE

KT w,, M5 aAEH T M gtk 163K 2 WS
EMM,, 3EIEE R, W%, WI5axtprasif
BERRIFEE, /BRI REMMELRER Ok
FARANR =UI_ R, IR RIRIAIZ % i o
%3 SearchHik
#IXN  tok, = (tok,,--tok, .gtk,),EDB
Wl R

1 R— O

2 Fori=1tog-1do

3 tok, < (gtk, dtk,,ltk, , |- - -,Itk,)
4 R; < Zy.Get (EMM, gtk )
5 EMM,, < Zpx.Get (EDX,dtk;)
6 forj=i+1tog do

7 R"« Zyy.Get (EMM, ltk; )
8 R, < R\R'

9 end for

10 end for

11 R, < Zy-Get (EMM, gtk )

12R< R/ UR,U---UR,
42 REMSH

TEIEX-RS 77 &, k& ek B 30k e L
N Ligx rs = (£Setup’£Search )o

(D WEMFERRE L,

% bR B T R T AR RN 5 R A i R S
B HIBRLSE LN Ly, = (L5 (MM, ).£2

Setup

(DX))e 2R, £ (MM, ) %R 47 £ B
WEMEE, L£8,,(DX)FR7 Mk EiltsE. @
SR I}/ REREY =Y ok € EY LN 2 = SR U NTE
4R 2 BT MM, (8 B 0 B . i DX
A5 B BRI N 22 S MM T B XS
K. {EIEX-RS MIa L L, B 7t
FEERVE LA o % HE T B 0E B T P SRR M b
H, A SRR A EBA SRR, LT NES
(M= Bt EE . RIBL, IEX-RS (1494 B it 52 i 50e
N5 IEX i &wE4a—.

(2) AEE L, R

PR R B Lo ITE AL SE SUH Lo =
(#labels, L&, (DX, w,), £ (MM,),TagRP,

Search Setup

e (MM,w,))e

Search
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b, #labels s AT ICE WX R FRSE R
B MR L8, (DXow,) T R w, 2 A
JiR 2% 7 L DX I A R s £ (MM, ) o
LS MM, B E R £om (MM, ) R K
i w, B A M R 2 WU NG R, R
E XL

£om (MM, w,) = (220 (MM, ), -+,

com o (MMw, )

Search

ic[g-1] ’CIST:rch(MMgiwq )
2 WL RO R A5 SR AR 5 A 2 U 4
TR, Ui AR R R 22 A1 A 2 7 s 2
HE AR [R] (0 2 ) A tag) , ) INF OB AL A i 22 i
555 (4 8 S 45 5K/ . TagRP 267 25 ) 3 72 i 45
Ftag EREHRX. © A —ANFIHEA, Hh
TN 2 HALSK T tag 1 0 H LR A ) 2
gl o FH WA WA M FE 8w, WA
S R oy 7 A A R 1 A R, 3T S B0 £
ML S5 11 2 9 3R (8] 4R B ) tag {EL . JE i 4 A IEX-
RS 77 M E it g e ik, RIH 5 IEX 77 E
8.

22 F Pk, IEX-RS FIIEX WA 5 RIE K E
M A EE FI R —3, MR R
VE—F

NIHIZ H TEX-RS 5 M2 e i,

EIE1 RS FNRENRBENRE, TN
(L& L) BIE R 22 A [ F W TR Sy
(L Lom ) B IE R 22 A5 1) 2 WU e 5 %
SKE 75 % X i /& IND-CPA % 4=, IEX-RS Jj & iftt
& PREUE SCN Liexrs :(£Setup’£Search )o A itk & b
g DU

Loy = (L3, (MM, ),£E,(DX))

L seareh ( DX,w, ) >

cym (MM, ),TagRP,L3m  (MM,w,))
M TEX-RS 77 L /& Ly ps H TN 4%

P2 TR 3E — R B ARRAE B B B 1

IERR ASCEERNR A IR AIE I ERE 1.
MG AR Gy PRGN G« G, MG, H
WG ORI AR . TEAIE I — R AR, AH
ARk 2 B AR AT X o ARIEAS AT X 2P 4% 34
P, AT LIIE BA S Ak Real T RS S i 10 A =R

= (#labels, L

Search

55 HEAE e XK Tdeal 5™ B H 1 FOME 2 2 T B 22 7
ST N ZBEA TR, HH AT E B TEX-RS 77 23 2
Loy ps FIERI %4,

&R Gy: Gy=Real 7 *5(1), k%% IE
AT IEX-RS T7 %8, Hii N\ B SCHURE % DB A2 )
F%1DQ.

MG G2 R G, 5k G, 2 A —3,
B 70X G 58 22 B MM 7 JE 88 Sy 40
R W o TR A B2 Sy IS BN U B
o (MM, ), St EMM,. BIF Sy, 2 HiE
Mg s, EMTF AMME Y, KRG,
7 FLEE Sy 42 B 2 B 503K G, IEFR AT 1S
BB 2 WHE TS R X A3 1. Wik
X 73 ib T G, 1B R G, B GG A&
ANTATIX 73 1)

MG G,: Wi G, 5 G HA—3, BT
TEX% G, A8 - ML DX [P FLAS S FEADL AR il L
FEAE I B2 Spx I SN B MR L85, (DX),
it EDXo  HH T Spy 1 2 FE N 24, 1R
F AR, iR G, 1B B4R Spy A2 B
5 G, IERPATAS B AR T B R AN
X531 BRIECTF TG IX 70 b TR G, 2 TRk
G, ", B G, MG AR X,

I8 3R Gy Gy=1deal [ 5 *%(1), WE —1
EEES, 1 E2% N NIEX-RS J5 /1% B it #E
Louge BT Ly F1 % T 00 25 0 90 0
&= (D, -, D,), ViFAMH AL ok, Hrh
i) @, Mt iR K b e R

‘CSearch( EDBﬂq)z) = de

Search

(DX.w,).L5m (MM, ),

Setup

L (MMgaWi)vcmm (MMﬂWHl)""’

Search Search
com o (MMw, ).com (MM, ),
TagRP (EDB,®,)

i E 2% SER B LA PR . (R H 2% Spy
i, TS AT L8, (DXow, ) {173
2% Sy I, BN Z B AR £ (MM W, )s
GEAPAME BB N, 3R & A4 .

k4 HEBS

iﬁj)\ ’CSemp”C'Search’Q5 = (¢1’.-.’@n)
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#iti  EMM,.EDX,tok

1 EDX « S[)x(‘ccsbc(lup(DX))
) EMM, < SMM(EgIeI&p(MMg))
3 Fori=1tondo

4 forj=itog - 1do

5 gtkj — SMM (’CISn(::rch(MMg’wj)’

(tag)id c DB(W/.))

6 dtk; < Spy (L2, (DX, ) EMM,)
7 fork=j+ 1tondo
8 Itk; < Sy (L£20( MM,w, ),

(tag)id € DB(W )ﬂ DB(wk))

J

9 end for

10 tok, < (gtk,dtk Itk , |,--+,ltk, )

11 end for

12 gk, Sy (L2 (MM w, ),
(tag)ide DB(wq))

13 tokH(tokl,---,tokq,l,gtkq)

14 end for

TEAER ST, AR gtk dtk f Itk 35 B
U7 B SN B ) B B 1S B . 1 L8 S H
N IR SR R R A, FEANIE B AT AT B SE A
Wi o BT LA Spx AT FLAR Sy A2 I P %2
4, URTERCTF AMALEF, UK G, R f
2% Sy AT EL2E Sy A2 R B ) A R 532K G,
HAE A RRAE TS E RN TTIX 4016, AT HIE
BT TCIE X o0 ATk G i 2 ik G, s B
G, M G, R ANAT X 4317

SEE UL UK, RTHEWT 05 LA S AR R
BRI G 2B AL R AN AT X 43 1, W BAR
AT

!Pr[Reale'Rs(l) = 1] -

Pr[Idealiﬁé’Rs(/{) = 1} ‘ < negl(1)

5 Xy

A MNHIEEACTFAS A RRAE B4 A48 2= 2%
FIANTTM, X IEX 7 ZAIEX-RS 5 I & 1%

BEXT LE SIS . A S S EG HE T Java 18 5 # Clusion
FEZR S I IEX J7 M IEX-RS /7%, 1# ] Bouncy
Castle B0 EFE (LM T RE . SLIGAE R — K% b
AT P AR 5 4%, AL B A Intel(R) Xeon
(R) CPU E5-2643 v4 @ 3.40 GHz. 128 GB P17 All
500 GBfifi#it, #5% Ubuntu 22.04.3 LTS &%t. A
A RENLER %L (pseudo-random function, PRF)
% F HMAC-SHA256 S8, 5t Fjoin 25 7 28 ik 1)
AES (advanced encryption standard) 5.7 CTR
(counter) 1. BT A 77 E M SCRIAR IRFFK B S
— B N32A. EEEIERET, HIEX T EM
HIESHp R0,

SERG 1 H AR EAR AR, BRI 5 A il
TR, SCEEPCOR RS 74 (10°, 10
0% H st 2 B A X B R 42D AT I . Rk
1) 22 LS5 SR FH SCHR[6]42 HE I 2Lev T 56, 1%
3 S SRR B 4 BB GR BE o
5.1 #RTFFEE

N TEX J7 M IEX-RS J5 & (I 8A LI
B, SZEGEEL T 10°. 10°F10° BB % (Hrhle
278y 2264 F112 435N KT I BRAE X BdE
SEHATIAR . ¥ m sE It 4 R e P, 43
I 55 10 Sz 56 B AT HEAT 30 Wk, IR SE IR g SR HCP
PIME o S0 RO IR 55 3 A7 T4 ST 46 4 B
[, A Bl Java Object Layout /22 3R & 25X 4
PINAE RN e AT BRIV s A 85 S 0046
ABS TR0 PE 2R 2 BT 7 o

2 IEXFNIEX-RS KBRS =5 i I R A4 G (LA iE] X EE
Table 2 Comparison of server storage overhead and
initialization time between IEX and IEX-RS

JIR 55 474k T 45/ MB
Wk PR S WIRE AR 18]/
LRLZBETMM, FHDX
10° 0.96 107.44 16.02
IEX 10* 8.91 242707 347.06
10° 46.70 66726.10 2935.28
10° 0.96 53.27 14.39
IEX-RS  10* 8.91 1209.92  293.63
10° 46.71 33343.57 2016.97




%5

KRS R IEX 5 RAEME T AL RO Tk <159+

EEXTAS RIS () BH £, S 45 SRR B TEX
J7 EAIEX-RS 75 Z 142 J5) 2 Wbt BT o5 A7 fitg = 7]
KANFEAR—3 . 7E10° e 4E |, TEX-RS
T3 R E T A7 S A TEX 5 2080 50.41%
JIR 5% 2% BEARAZAE T A1 TEX 5 R/ 49.96% . £
10* 22 9 B 9E 4 |, TEX-RS 77 & 1 ST (5 77
it 25 [R5 TEX 7 S0kl 50.14%, AR 55 28 3R A7k
FEAH 2 IEX J7 =087 49.96% . 1F 10° 25 5l () K s
£ b, IEX-RS J7 S 195 LI o5 A7 il 25 1H) 42 TEX
T R 50.02%,  HR S5 2R R A TS B TEX 7
Ik 49.99% .

EARIGH, tag F1 AES NS AR, NS0 G
KERFEAA. SLigs FRB, IEX-RS HEM
WA 23 (BB IBX 7 R8P I 50%, X5 ELG
ST G . BT R, BEAESEE X EL
BRI, AR 2 WU A T RS AR K,
(B85 K MR FFEMB 22 5. L2 T, F
HLRAE R85 U SR K 2 GB ). Ak, B
FREN R IPETE, AT 2 (R AR A T
R %5 B8 B R AE A TP B I Sk 3, kI A3
BARLEAE TR D Lu )iz 22 BTt

TEYIIEALIS B R B F, TEX-RS J5 £ # IEX
TR 10.17% ~ 31.29% KA IEE . TEX-
RS 7E N BA G 2 A e i, 2 3 gl jEds
ARSI NP < NN P
DT BN AR R B B AR Y
K, i p R S E R, [
IEX-RS 75 KU E 4 45 T 1940 46 A ] £ 4k &%
REREE. BERBME, WAATEROVIGE
FIEEMWE T FIF AR . IEX-RS L4k
FZ% 0o AR XS 0 SRR AR B AT S, T e i gk
/D SR T I R E X B, SREIIaR I R
Tt
52 ShEHERRFEH

TEA WA DT, TEX-RS 5 IEX A%
ZESAIE T AR A WA 7 O T b
B, MRS e — 8. XM ERHEERA T
FAERMBAS AN A, BFHF
YERISI N, TEX-RS )4 WA= BT 18] 08 = T~ IEX
S, AR R AR R AR BRI &
A TR ST TR], RN PRAN T 8 11 4 W AR T (A1

5 NI RO . SIS N 1 0% B8t 7 B
B HWE 850, 1004 1504, 200 A1
250 1o PN T7 R0 A RBLAE RS TR)GE B &5 SR an ] 2
Fiso

150
== [EX
E 120 [ |=+ IEX-RS 131.394
% 90
&
4 60t
b
0T 181
0 1 1 1
50 100 150 200 250
RGEFRRA
K2 IEXFIIEX-RS [ A N ] %) Bt
Figure 2 Comparison of token generation time between
IEX and IEX-RS
M2 S 6 B oT A Y, BEE M\ R B
FHOE N, TEX 5 IEX-RS J7 %14 A AL

I [) 22 BE 2 BT K 35 . X 2 RN IEX-
RS 7E 4 WAz e 5L 51N T BV 0 HE P 5
THET FE TR S OB PR R R
G, BN SE B E®E, IEX-RSH
A Bt EIF R, B TT RIS A
S PR ) 22 B R K
53 BERYEX

MR EE BT ET, 1EX 7 &5 IEX-RS
T RFEAR—B R, BIEOH IR 45
Z W IR G HE, S G FAAS
BT I, 8 Tixm BT ts, R &
BRI B AR R R

BT 10° RO R 50dE 4R SO R B = b, H
R AR PPN ERR, I ARR N 2%
RMRVE . R R TITE 10° F1 10° FUAE Y
PR LI, RAETINERSBPATHTEE )
EAERAERT,  FLI 45 A0 HE 4 AR BT[]l
PIEEIT IE . IR SLIR 45 R HER I, AR R
R S 35 S HEAT 500 7%, FF RS2 4 BT
BIME. WM REAFEEIEE ERE R SR
XL gh oy an i 3 fE 4 Fros . Bir A DI 2 )
PIRHEE R o=(w, V w, V wy Vw,), 2HE
B i N R R B A B [ o 4. SRIREE IR R
By, IEX-RS T R5IEX T ZMEREEH
No E—INGEIIRASRFE T, AT BEPAT
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PRI BN, AT b2 AN R R/ R i 2 4
PATHA R R R L D A

| [=e=1EX 595.124

6001 | o IEX RS 533.765
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E 00k 489.948
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294.398
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Figure3 Search efficiency comparison in 10* size dataset
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= 300} 275.070 377.832

200 242.154

100 F
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Figure4 ~Search efficiency comparison in 10° size dataset

6 ZERIB

A SR H — Pl o A2 B B A7 ik 1 A 7
P, FRHEET UG T A R 9R) 7 & TEX-RS,
HAZ R BAAE T 0T LR 25 ek /b R 45 38 A7 6 T4
[FRRIE R ST 5 5 R IEX — 8. SLie%k
PR, SIEXJTEME, IEX-RS ALK Z)
50% MR S5 B AP fE T RS, D> 10.17%~31.29%
WAL ] . TEX-RS 754 A B B DR BT 16 S gt
FHF DB, FEA R S & T IEX, (HF
AR R N3 MBS T BB L
B, HEF AR T SR 4 R B R T R AV ah L
BB,  ELFESEBR R A P A 0 O B A i
WA, ECHT 5N T LA Z 1

IEX-RS 75 Z 30 i 34 Iy 46 4k 5005 A (0 k7
R R AR TR s N (SR
TEHUR I 2% B NS E R s P e R R YE . A
YOIX — [, BES AR A 5 SRR T S
JiE. HETCAMKR (nsCEkBE2D RET

BN /R BT RS, AL [ IR 2 T 1)
ZA 5 )R A 2 A MEh AR BT E AT AT
BRI ST

£ 307

[1] SONG D X, WANGER D, PERRIG A. Practical techniques for
searches on encrypted data[C]// Proceeding of 2000 IEEE Sympo-
sium on Security and Privacy. Piscataway:IEEE Press, 2000: 44-55.
CHASE M, KAMARA S. Structured encryption and controlled dis-
closure[C]// Proceeding of Advances in Cryptology -ASIACRYPT
2010. Berlin: Springer, 2010: 577-594.

CASH D, JARECKI S, JUTLA C, et al. Highly-scalable searchable

symmetric encryption with support for Boolean queries[C]// Proceed-

2

—

3

—

ing of Advances in Cryptology - CRYPTO 2013. Berlin: Springer,
2013: 353-373.

KAMARA S, MOATAZ T. Boolean searchable symmetric encryp-
tion with worst-case sub-linear complexity[C]//Proceeding of Ad-
vances in Cryptology - EUROCRYPT 2017. Berlin: Springer,
2017: 94-124.

CURTMOLA R, GARAY J, KAMARA S, et al. Searchable symmet-

ric encryption: improved definitions and efficient constructions[C]/

[4

finar}

[5

=

Proceeding of the 13th ACM Conference on Computer and Commu-
nications Security. New York: ACM Press, 2006: 79-88.
CASH D, JAEGER J, JARECKI S, et al. Dynamic searchable encryp-

—_
=)
—_

tion in very-large databases: data structures and implementation[C]//
Proceeding of the Network and Distributed System Security Sympo-
sium (NDSS '14). 2014: 23-26.

BOST R. Y ogog: forward secure searchable encryption[C]//Proceed-
ings of the 2016 ACM SIGSAC Conference on Computer and Com-
munications Security. New York: ACM Press, 2016: 1143-1154.
BOST R, MINAUD B, OHRIMENKO O. Forward and backward

[7

—

[8

—

private searchable encryption from constrained cryptographic primi-
tives[C]//Proceedings of the 2017 ACM SIGSAC Conference on
Computer and Communications Security. New York: ACM Press,
2017: 1465-1482.

GOLLE P, STADDON J, WATERS B. Secure conjunctive keyword
search over encrypted data[C]// Proceedings of Applied Cryptogra-

[9

—

phy and Network Security. Berlin: Springer, 2004: 31-45.

[10] BALLARD L, KAMARA S, MONROSE F. Achieving efficient
conjunctive keyword searches over encrypted data[C]//Proceedings
of Information and Communications Security (ICICS 2005). Ber-
lin: Springer, 2005: 414-426.

[11] PAPPAS V, KRELL F, VO B, et al. Blind seer: a scalable private
DBMS[C]]//Proceedings of 2014 IEEE Symposium on Security and
Privacy. Piscataway:IEEE Press, 2014: 359-374.

[12] FISCH B A, VO B, KRELL F, et al. Malicious-client security in
blind seer: a scalable private DBMS [C]//Proceedings of 2015
IEEE Symposium on Security and Privacy. Piscataway:IEEE Press,
2015: 395-410.

[13] BELLARE M, HOANG V T, ROGAWAY P. Foundations of
garbled circuits [C]/Proceedings of the 2012 ACM Conference on



M KRS R IEX 5 RAEME T AL RO Tk

« 161 -

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21

[22]

[23]

[24]

[25]

[26]

[27]

Computer and Communications Security. New York: ACM Press,
2012: 784-796.

LI R, LIU A X. Adaptively secure conjunctive query processing
over encrypted data for cloud computing[C]//Proceedings of 2017
IEEE 33rd International Conference on Data Engineering (ICDE).
Piscataway:IEEE Press, 2017: 697-708.

WU Z, LI K. VBTree: forward secure conjunctive queries over en-
crypted data for cloud computing[J]. The VLDB Journal, 2019, 28
(1): 25-46.

ZUO C, SUN S F, LIU J K, et al. Forward and backward private dy-
namic searchable symmetric encryption for conjunctive queries[J].
Cryptology ePrint Archive, 2020: 1357.

ISLAM M S, KUZU M, KANTARCIOGLU M. Access pattern dis-
closure on searchable encryption: ramification, attack and mitigation
[C]//Proceedings of the 2012 Network and Distributed System Secu-
rity Symposium (NDSS 2012).Virginia: the Internet Society, 2012.
CASH D, GRUBBS P, PERRY J, et al. Leakage-abuse attacks
against searchable encryption[C]//Proceedings of the 2015 ACM
SIGSAC Conference on Computer and Communications Security.
New York: ACM Press, 2015: 668-679.

ZHANGY P, KATZ J, PAPAMANTHOU C. All your queries are be-
long to us: the power of file-injection attackson searchable encryp-
tion[C]//Proceedings of the 25th USENIX Security Symposium
(USENIX Security 16). Berkeley: USENIX Association, 2016:
707-720.

LAI S, PATRANABIS S, SAKZAD A, et al. Result pattern hiding
searchable encryption for conjunctive queries[C]//Proceedings of
the 2018 ACM SIGSAC Conference on Computer and Communica-
tions Security (CCS '18). New York: ACM Press, 2018: 745-762.
PATRANABIS S, MUKHOPADHYAY D. Forward and backward pri-
vate conjunctive searchable symmetric encryption[C]//Proceedings
of the 28th Annual Network and Distributed System Security Sympo-
sium (NDSS 2021).Virginia: the Internet Society, 2021: 342-1345.
MA C, GU Y, LI H. Practical searchable symmetric encryption sup-
porting conjunctive queries without keyword pair result pattern
leakage[J]. IEEE Access, 2020, 8: 107510-107526.

ZUO C, LAI S, YUAN X, et al. Searchable encryption for conjunc-
tive queries with extended forward and backward privacy[J]. Cryp-
tology ePrint Archive, 2021: 1585.

SUN S F, STEINFELD R, LAI S, et al. Practical non-interactive
searchable encryption with forward and backward privacy[C]//Pro-
ceedings of Network and Distributed System Security Symposium.
Virginia: the Internet Society, 2021.

JUTLA C, PATRANABIS S. Efficient searchable symmetric en-
cryption for join queries[C]//Proceedings of Advances in Cryptol-
ogy ~ASIACRYPT 2022. Berlin:Springer, 2022: 304-333.

YUAN D, ZUO C, CUI S, et al. Result-pattern-hiding conjunctive
searchable symmetric encryption with forward and backward privacy
[C]//Proceedings of Privacy Enhancing Technologies, 2023: 40-58.
BAG A, TALAPATRA D, RASTOGTI A, et al. Two-in-one-sse: fast,
scalable and storage-efficient searchable symmetric encryption for
conjunctive and disjunctive boolean queries[C]//Proceedings of Pri-
vacy Enhancing Technologies. 2023: 115-139.

[28]

[29]

[30]

[31]

[32]

[33]

BAG A, PATRANABIS S, MUKHOPADHYAY D. Tokenised
multi-client provisioning for dynamic searchable encryption with
forward and backward privacy[C]//Proceedings of the 19th ACM
Asia Conference on Computer and Communications Security. New
York: ACM Press, 2024: 1691-1707.

YUAN D, CUI S, RUSSELLO G. Result pattern hiding Boolean
searchable encryption: achieving negligible false positive rates in
low storage overhead[J]. Cryptology ePrint Archive, 2024.

PATEL S, PERSIANO G, SEO 1, et al. Efficient Boolean search
over encrypted data with reduced leakage[C]//Proceedings of Ad-
vances in Cryptology - ASIACRYPT 2021. Berlin:Springer, 2021:
577-607.

FRI AR, T ER, SREE, 45 BT 2 S0 HE Top-k i /R W] 4 20N %
D5 R RN IS KR, 2022, 59(8): 1841-1852.

GUO S X, HE S, SU L, et al. Top-k Boolean searchable encryption
scheme based on multiple keywords[J]. Journal of Computer Re-
search and Development, 2022, 59(8): 1841-1852.

FERREIRA B, PORTELA B, OLIVEIRA T, et al. Boolean search-
able symmetric encryption with filters on trusted hardware[J]. IEEE
Transactions on Dependable and Secure Computing, 2022, 19(2):
1307-1319.

MERAR, Ty Bk, WYL . SCRRIDE G A0 A 58 OB AR 4514
D[] P 5 (5 B 22424, 2024, 10(3): 175-187.

YANG Z Y, MA C S, XIE N J. Cross pattern hiding structured en-
cryption for conjunctive queries[J]. Chinese Journal of Network
and Information Security, 2024, 10(3): 175-187.

(fEE ]

HERE (2000-), H, IiwEH AN, #
BV KW, BT RT AN AT
HWRhn=.

8% (1974-), %, WmEAKHA, f#
+, BRI R HER, FE TR
MR BRFATH 5. B IS EAR

FmE (2000-), %, WiEmMHA, #
BV KM, FE TR A
HZEINE . s EHEE.



